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1.1 Terms and Definitions

B What is OTP?

- OPT is an abbreviation of Y One Time Password— that is made
of a series of

numbers and changes periodically.

- Password/OTP authorization allows the user to log onto the
administrator page

and get authorization within the pages.

E OTP Key

- This is the only encrypted code that is given to each user
in order to generate

different OTP codes according to the user.

B OTP Token

- This is a right to use an OTP, which is granted to the user.

E OTP Activation
- This makes usable the OTP token given to the user.

- This includes an activity of entering the URL and
Activation Code given in the

email that notifies the approval for OTP issuance into the
input box.

@ Import Token E

Import from Web

=
| Enter URL:

Imnport From File I J

‘ Enter Activation Code:

l ]
Irnport From Web

Need help importing from weh?

[ QK l [ Cancel ]
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2.1 Error Communicating With Server

isn BSA SecurlD Software Token E|

Error commmunicating with server
Token import failed.

[ Retry ] [ Cancel

E Error Type

- No communication with the server for OTP issuance.

E Cause of Error
1) No connection between PC and the Internet
2) Wrong URL has been entered.

3) Instead of the OTP program (RSA SecurlID Software Token)
version 4,1, version

4.0 has been installed on Windows VISTA or Windows 7

E Solutions

1) Check the Internet connection of the PC that is in use.
Resolve internet

connection problems before taking further steps.

2) Check the URL contained in the email notifying the
issuance of OTP (OTP

issuance has been approved) and enter the right URL.

3) Check the OTP program version and install V 4.1, if V
4.0 has been installed.

- How to check the program version: Run OTP program ->
Click on v About—- -> Check » Version Number-

Installed Plug-ins

Plug-in Mame “ersion Murnber
Lacal Hard Drive (RS4) 4,1.0.10
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2.2 Token import failed. Verify that the

information

s HS5 A Securll) Software Token |E|

Taken impart failled. Yerify that the

information entered is correct or

contact your adrministrataor

Retry ] [

Zancel

]

E Error Type

- A wrong OTP Activation Code has been entered.

E Cause of Error

1) A wrong OTP Activation Code has been entered.

2) An OTP Activation Code was entered right in the input box

as below but after

activation failed, activation using the same activation code

is not allowed for

security reasons in order to stop the use of the same

activation code.

@1 Import Token

X

>

Import from File

Import From Web

Import from Web

Enter LRL:

I i

Enter Activation Code:

! |

Need help importing from web?

[s]i4 H Cancel l

E Solutions

1) Check the OTP Activation Code and enter the right code.

2) Log onto the admin page of the B2B website, choose v OTP

Re-issuance— to

get an OTP again.
case of re-issuance.)

(No program installation is needed in
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2.3 Token import failed. Duplicate token

s BH5 A Securll Software Token E]

i Taken import failed. Duplicate
\\‘.) token.

E Error Type

— The serial number of the OTP token that is to be activated
anew is identical

with the one in the existing PC.
E Cause of Error

- This error occurs when activating the OTP token of same
serial number as the

OTP token in the existing PC.
E Solutions

- Delete the existing OTP token according to the following
procedures and issue an

OTP token again.
- Delete the OTP token in the existing PC.
Go to Options Menu -> Manage Token -> Delete token

otestsl Options | = E2 ]

| Import Token

Takencode: | y
| 1537 BTN oo Token name |

Token Storage Devices Celete Token

~ Always on Top Token Information... |

¥ securlD’ Mext Tokencode
— about...

Help

Close

~+ Log onto the admin page of B2B website, select v OTP Re-
issuance— to

get an OTP again (No program installation is needed in
case of re-issuance.)

7 For security reasons, once activation is failed, re-activation of the
failed OTP token is not allowed.

_6_
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2.4 Token not intended for this device

i HS A SecurlD Software Token @

import failed, Contact yvour administratar,

i J Token not intended for this device, Token

E Error Type

- The Type, where OTP is to be activated, is different to the
Type that has been

requested for.
E Cause of Error

- This error occurs when the OTP Type that was requested for
at the time of

application for OTP issuance is different to the Type
(Windows or MAC OS), where

the OTP is actually to be installed.
E Solutions
- Check the OS of the PC and apply for OTP issuance
accordingly.
OTP M Z&IH
SHEFETIE SERIEE Eof 2R 20E 0= 2Ektd 2 &LICEH.
Fat= AOIE ZE|AZEMOTR(One Time Password 12 5= AFS THERILICEH.

AFEET 05(Window/MAC)H ZHTXH A=atAld ZH' HES S
OTP S HE S ZETHH Z A2 HHELICH

AMESED osHY
% Windows Type(Windows XP/VISTA/7)
" MAC 0S X Type(10.5 Leopard, 10.6 Snow Leopard 0]-&H)

sgo | [+#Hz
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3 3.1 No Match of OTP (1/4)

r_
s
o

E Error Type

- The OTP code presented by the user is different to the OTP
code requested by

the server.

E Cause of Error
1) Wrong OTP code has been entered.

2) Same OTP code has been entered within 60 seconds (use of
the same OTP

within 60 seconds is not allowed.)

3) Wrong PC Time (70 minutes and more)

B Solutions

1) Copy the OTP code and enter it correctly.

H|ZH=/0TP &2l

001558695596 bptions b Gﬁ
~ HotS 29 MEAE CHAl E215t0 =L, HIZHZ/OTPE CHAl 2iSal =A21 H
Tokencade: Y
7337 3923 | HiH S |
LEY securip’ 1
: i = s TR | [ 4 =
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E Solutions (Continued)

2) When the same OTP code has been used within 60 seconds,
enter the OTP code

in the next 60 seconds.
- Go to Options menu -> Choose Next Tokencode

-> Enter Next tokencode

otestsl [Options + ﬁﬁ]

Import Token otestsl 'E]_E.T:iu:uns V! 'ﬁ
Tokencaode: i ol i
anage Token Mext Tokencode:
\ DD?Q Token Storage Devices |:> 2131 1157 :

|~ Always on Top

(A securiD’ Mext Tokencode e m
About... SHI.II'IIT
Help =
Close
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3 3.1 No Match of OTP. (3/4)

E Solutions (Continued)

3) Check the local time of the PC against the time
zone and adjust it accordingly.

a. Windows

- Double click on v Time— in the taskbar
(usually located on the right

bottom of the windows)

—+ Go to v Tome Zone— tab and check the time
zone of the area where

Go to v Time
Zone— Tab

L S AIPE = A

Al
. | Set the local

date and time

e o N N S
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Use of OTP

3.1 No Match of OTP. (4/4)

F Solutions (Continued)
3) Check the local time of the PC against the time
zone and adjust it accordingly.

b. MAC OS

- Click on time in the taskbar (usually located
on the upper left of Mac

0S) and open the v Date and Time
configuration window— .

—% Go to v Time Zone— tab and check the local
time zone.

AN I

ojg2a2 B7|
| v CIX|E2 87|
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& 26 AZECl | Al
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3.2 Wrong OTP. Configure Time and Get Authorization
Again

Windows Internet Explorer E|
QTR SHIEA] BsLIL
E AEDIAH A= PCAIZHS E0gH]
2 AMZE =3 = || 2IES =atAE HIELICH
| E |

E Error Type

- The Time on the user PC is wrong (By 10 - 70 minute)

E Cause of Error

— The time of user PC is not correct by 1) — 70 minutes.

E Solutions

— When this error occurs, OTP is locked so that it
cannot be used. Set the local

time on the PC as can be seen in v 3.1 -3)— and
contact the information

centre in order to adjust the time and unlock the
OTP.
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